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About this guide
This topic contains important information about the purpose, content, context, and intended audience for this
document.

Product Documentation
This document is part of the Niagara technical documentation library. Released versions of Niagara software
include a complete collection of technical information that is provided in both online help and PDF format. The
information in this document is written primarily for Systems Integrators. To make the most of the information
in this book, readers should have some training or previous experience with Niagara software, as well as
experience working with JACE network controllers.

Document Content
This document describes how to set up and use Containerized Niagara. Sections in this guide include chapters
about container license, system requirements, and limitations.

Document change log
Changes to this document are listed in this topic.

January 4, 2025
• Added "Deregistering a license from host ID" and "Replacing a host ID bound to license" topics to the

"Licensing" chapter (as of Niagara 4.15).

October 21, 2024
• Added "Backing up and restoring registered container" chapter.

• Added " Upgrading a Niagara container" chapter.

November 30, 2023
• In “Creating subscription license order” chapter, removed “Email Licenses (Optional)” checkbox.

Initial release publication: September 5, 2023

Related documentation
Additional information is available in the following documents.

• Niagara Platform Guide
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Chapter 1. Overview
Containerized Niagara is a packaging mechanism for deploying and updating Niagara core. It is a Niagara

framework stack that is packaged into a Docker® container with all required dependencies for easy
deployment.

A container bundles the code defining a specific software application with its related configuration files, system
libraries, system tools and dependencies such that the package is fully functional regardless of the cloud or
non-cloud computing environment.

Advantages of using containers:

• Faster delivery of software

• More agile software development processes

• Easier portability of code from one computing environment to another

There are two primary use cases for deploying Niagara via container:

• Embedded deployment as an alternative to the Niagara Portability Software Development Kit. By
bundling Niagara core (JRE, Niagara Framework, and modules) into a single deployment unit, you simplify
the start and upgrade of Niagara systems compared to using a traditional Niagara Portability Software
Development Kit (NPSDK) or Windows/Linux server installation.

• Niagara Development partner deploys Containerized Niagara to a third-party device or server.

Features
The following features are available in Containerized Niagara.

• The Niagara Framework is supplied in a Docker® container.

• You can use the hosting platform of your choice (for example, Azure, AWS, Google)

Figure 1. Example deployment of Containerized Niagara on a partner-built mobile hub
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• If you use Enterprise Scale, you can choose the orchestration tool.

• AMD_x86 and Arm64 architecture are supported.

• Custom support is available for different architectures.

• Authorization models: file domain authorization or native domain authorization

• Subscription-based licensing using OPex instead of CAPex for purchasing flexibility

• Models that are released with Niagara 4.13:

Using a container instead of a virtual machine
Advantages using a container instead of a virtual machine are as follows:

• You do not need to maintain the host operating system.

• Containers require less storage and RAM overhead.

• A container reuses the Linux Kernel of the host operating system.

• Containers require less storage and RAM overhead.

• A container reuses the Linux Kernel of the host OS.

• Typically, a container is one hundredth of MB versus multiple GB for the virtual machine.

• Containers are more portable.

Where to use containers
There are two primary use cases for deploying Niagara as a container: embedded deployment as an alternative
for NPSDK (Niagara Portability Software Development Kit) and Supervisor deployment in a cloud service or on
a server device locally.

Next generation NPSDK deployment
Note that containers are not appropriate for devices targeted by Smart Edge SDK. If a device is capable of
running a container, it can run full Niagara.

• OEM-specific engagement to support custom hardware

• Works out of box

• Differences from NPSDK

• Faster onboarding time by OEM engineering team

• Limited opportunities for customization. See also “Limitations”.

Standard cloud service deployment
• N4Supervisor for AWS or Azure.

Overview Containerized Niagara Guide
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Host system requirements
Before you start to use Containerized Niagara, check the host system requirements in this section.

• Linux x86_64 (AMD64) or Linux ARM64 system with Docker Engine installed.

• Docker runtime on Windows or Mac is not supported.

• (Optional) install Docker Compose to use docker-compose.yml for configuring containers.

• Docker volume support

• Niagara stores station, history, and alarm data as standard files on volumes.

• RAM/disk requirements

• RAM requirements vary by application. You can adjust the Java heap size allocated to Niagara station
using container environment variables.

• Standard Niagara container size on disk is about 350MB, which includes JRE and requires OS libraries
and all standard modules.

• Container management

• You can use Kubernetes or other orchestration tools to start, stop, upgrade, and configure the Niagara
container.

Limitations
The following limitations exist when using Niagara containers.

Scalability
• Niagara containers do not provide horizontal scalability. It is a single instance of Niagara. You can increase

the capacity by allocating additional memory or using a faster CPU.

• Containerized Niagara uses IP-based drivers only.

• Serial drivers and custom drivers such as BACnet MS/TP, CCN, BPort are not supported. The container
engine does not permit applications running in container direct access to serial ports.

No data recovery service
If the container is terminated or the hosting platform has a power loss, there is no support for data recovery.
All data will be lost since the last station backup.

Station only
Containerized Niagara is not suitable for deploying Workbench. You need another laptop or PC to interact with
the container and run Workbench.

Outbound internet connectivity required
A container deployment must be able to connect to the Entitlement Server to validate its license.
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Chapter 2. Backing up and restoring a
registered container
The following sections describe how to back up and restore an already registered Niagara container using
Niagara Workbench.

Backing up the Docker container
The following section describes how to back up a Docker container in Niagara Workbench.

Prerequisites:

• You have a running Docker container.

1.Step In Workbench, after connecting to the container's platform, open the Platform AdministratPlatform Administrationion and
click BackupBackup.

Containerized Niagara Guide Backing up and restoring a registered container

January 4, 2025 11



In the Connect to StatConnect to Station?ion? window, you are prompted to allow Workbench to authenticate and
connect the station in order to back it up.

2.Step In the File ChooserFile Chooser window, which defaults to the backups folder, click SaveSave to save the backup
file.
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Restoring backup DIST file to Docker container
The following section describes how to restore the backup .dist file to the Docker Container in Niagara
Workbench.

1.Step In the Workbench platform, to select and install the backup, select the DistributDistribution File Instalion File Installerler.
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The DistributDistribution File Instalion File Installerler window opens.

2.Step To stop all running applications within Niagara and allow Workbench to install the backup to the
container, click FinishFinish.

3.Step Observe the installing status and after completion, click Close WClose Windowindow.
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Result

• In the Docker console, you can view the installation of the backup.

• The Docker console displays the following information after the restore has completed and the station has
attempted to start.

• At this point, in Workbench re-register the subscription into the backup. In Workbench, the ApplApplicaticationion
DirDirectorector displays that the station startup may have failed. The console shows
FeatureNotLicensedException.

Re-registering Docker image with licensing server
The following section describes how to re-register the Docker image with the licensing server in Workbench.

Backing up and restoring a registered container Containerized Niagara Guide
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The platform License Manager allows you to re-register the backup and link it back to the subscription.

1.Step In Workbench, open the platform, and select License ManagerLicense Manager.
In the lower right corner of the screen, a yellow popup window informs you that you must register
the Host ID.

2.Step In the License Manager, click RegisterRegister.

The Device Registration window opens.

3.Step For Subscription Key, enter the original subscription key used for this container's NRE Host ID.
The subscription key is delivered via email, or you can contact your System Integrator (SI) if you
have questions.

4.Step For Verification URL, use the same procedure you used to activate the container for the first
time.

Containerized Niagara Guide Backing up and restoring a registered container
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5.Step For Code, click the URL, enter the temporary code, and click OKOK.

The Licensing CompleteLicensing Complete popup window notifies you that the licenses and certificates for the
remote host have been successfully updated. Your backup is re-registered with the Licensing
server, the container is restored from the backup, and the subscription has been re-attached and
will start up.

6.Step Restart the station using the ApplApplicatication Dirion Directorector.

Result
The Docker console displays that the station and the subscriptions have successfully completed.

Backing up and restoring a registered container Containerized Niagara Guide
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Chapter 3. Upgrading a Niagara container
The following procedure describes how to upgrade a Niagara container using Docker.

Upgrading a container using Docker

Prerequisites:
Docker is installed and running on your device.

1.Step To view what Docker images are loaded, open a command prompt and run the command: docker
image ls.

A list of all Docker images stored locally will be displayed including details such as repository
name, tag, image ID and creation time.

2.Step To view what Docker volumes are used, run the docker volume Is command.

A list of all Docker volumes that are currently available on your device are displayed.

NOTE: It uses niagara_niagara-user-home which is mapped in the docker-compose.yml.

3.Step To load a new Docker image from Tridium, run the docker load < command.

The system integrator loads the .tar file, which is, in this example, the vykon-fda-
amd64-4.14.0.162.tar file.

4.Step To confirm the Docker loaded image for use, run the docker image ls command.

Containerized Niagara Guide Upgrading a Niagara container
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In this example, you can use five Docker images.

5.Step Edit the docker-compose.yml file.

In this example, the active image line is copied and commented out with the #, then it is pasted
back. The image file name and tag are changed as follows: image: Vykon-fda-
amd64:4.14.0.162.

6.Step To start the container, run the docker compose up command.

7.Step Confirm the upgrade via a platform connection in Workbench.

Upgrading a Niagara container Containerized Niagara Guide
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In this example, an Ubunto virtual machine is used to run the Docker environment, which does
not contain Workbench. A localhost is used as the IP address on the PC in Workbench. You will
connect to the platform to verify the update and use the IP address of your environment.
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Chapter 4. Licensing
Niagara container deployment is tightly coupled to the Niagara Entitlement Server (licensing service). The
container has to reach out to the Entitlement Server at least once a day to re-authenticate and to receive the
authentication token to continue running.

Traditional Niagara licensing uses a unique and permanent Host ID as a key to license. Containers are
inherently portable and intended to operate in a variety of virtualized environments. Containers include a
single hard-coded Host ID and node-locked license with an expiration date. A separate Host ID and thus
container image is required for each license variant.

The Entitlement Server provides an online service to monitor and distribute licenses. While each container will
be assigned a uniquely generated identity, the central Entitlement Server can detect abuses such as trying to
reuse the same identity. Since a license must be periodically renewed, the opportunity for abuse is limited. In
addition, the risk of abuse is mitigated by the following:

• Contractual auditing of units is deployed.

• Providing a unique container variant to customer.

• Each license has an expiration date.

Creating subscription license order
The following section describes how to create an order for a subscription license.

Prerequisites:
You have created a Niagara Central account (https://www.niagara-community.com) and you have access to
Niagara Licensing.

1.Step To create a subscription license order, select PrProductsoducts > PrProduct Catalogueoduct Catalogue > Buy ModelBuy Model, and click
NextNext.
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2.Step On the AddAdd’l Opt’l Optionion tab, add upgrades and add-ons, and click NextNext.

Licensing Containerized Niagara Guide

24 January 4, 2025



3.Step On the OrOrder summaryder summary tab, select AddAddititional Optional Optionsions and/or Dependent OptDependent Optionsions if applicable
and click CHECK OUT NOWCHECK OUT NOW.

4.Step On the Check outCheck out tab, enter and confirm the PO number, and click PrProcess Cartocess Cart to finalize the
license order.
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The license order is complete.

You can view the generated license keys, which are unbound, by clicking the appropriate license
subscription in the PrProductoduct column.

Licensing Containerized Niagara Guide
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5.Step To register the subscription instance, connect to the Workbench platform, navigate to the LicenseLicense
ManagerManager view, and click RegisterRegister.

6.Step From the newly created list of subscription license keys, paste the license key into the
SubscriptSubscription Keyion Key field, and follow the steps provided in the Device RegistratDevice Registrationion window to
complete the subscription licensing.
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7.Step To allow license binding, authorize the device.

Your subscription is activated and bound to Host ID (NRE-ID).

Setting up a container license
In the following section, you learn how to set up a container license.

Prerequisites:
You have created a Niagara Community account. Signing up is free and the account is free of charge. If you do
not have an account, you can sign up here: https://www.niagara-community.com/Sign_Up.

1.Step Start the Docker container.

2.Step In Workbench, to open a platform connection, from the menu bar, select FileFile > OpenOpen > OpenOpen
PlatformPlatform.

3.Step Change default system passphrase and default platform credentials.

4.Step Open the License ManagerLicense Manager view.

Licensing Containerized Niagara Guide
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You should see the Host ID in the top left corner and a yellow warning dialog in the bottom right
corner.

5.Step Click RegisterRegister and paste the subscription license key into the empty field.

6.Step To open the browser link, click in the VVerificaterification URLion URL field.

7.Step Paste the 8-digit code from the Device RegistratDevice Registrationion dialog box into the CodeCode field in the browser
and click ConnectConnect.
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NOTE: If you were not previously logged into Niagara Central, provide your login credentials
here.

8.Step On the Remote Access AutRemote Access Authorizathorizationion page, click AlAllowlow to complete license binding in Niagara
Central, and click ContContinueinue.

9.Step Return to Workbench and click OKOK in the Device RegistratDevice Registrationion dialog box. A dialog box indicates
whether the licensing of the device was successful or failed.

Licensing Containerized Niagara Guide
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Both the license and the certificate are displayed in the License ManagerLicense Manager view.

Copying a station from a container version
This section describes how to copy a station from a previous container version.

1.Step Before upgrading the container, open the station copier from the platform and copy the station to
your local files to store it on your Workbench PC.
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2.Step Select the Copy every file in the station directory and its subdirectories option
and click FinishFinish.

3.Step Start a new container image and make a platform connection. Repeat the licensing steps above if
necessary.

4.Step Expand the platform container in the Nav tree, double-click the System Copier, select the station
that you want to copy to the container and click CopyCopy.

5.Step Click NextNext, select the Copy every file in the station directory and its subdirectories
option, and click NextNext again.

6.Step Select Start After Install: Start the station immediately after it is copied and
Auto-Start: Start the station every time the platform daemon starts options, click
NextNext, and click FinishFinish to complete.

Licensing Containerized Niagara Guide

32 January 4, 2025



You can check the status of the transfer in the TTransferring statransferring stationion window.

7.Step Check the station status in the platform’s ApplApplicatication Dirion Directorector.

Verifying license check-in parameters
This section describes how to verify the check-in parameters of a license.

1.Step Connect to the platform and open the License ManagerLicense Manager.

2.Step In the LicensesLicenses window, select the appropriate license and click VViewiew.

Towards the bottom of the file, look for the subscriptionMode license feature. It indicates your
check-in interval and number of allowed failed check-ins prior to the station shutdown.
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Example:
<feature name="subscriptionMode" expiration="2024-03-22" validCheckRetry.limit="3"
validCheckFreq="6"/>

Deregistering a license from host ID
As of Niagara 4.15, you can deregister a Niagara license from a host ID by connecting Workbench to the
Niagara platform or by using the NRE command. You can perform the deregistration of a license directly from
your station. Use the following steps to deregister a host ID.

Prerequisites:

• You have created a Niagara Central account (https://www.niagara-community.com) and you have access to
Niagara Licensing.

• You are a Niagara Licensing portal user with Write/WriteX permissions on SubscriptSubscription Licenseion License.

Using Workbench

1.Step Open Workbench and make a platform connection to the Niagara instance.

2.Step In the Nav tree, double-click on the License ManagerLicense Manager.

Licensing Containerized Niagara Guide
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3.Step Verify that the Niagara instance is registered to a host ID and the RegisterRegister button is disabled.

4.Step To deregister the license, click DerDeregisteregister.
The DerDeregister Host IDegister Host ID window opens to ask you if you want to proceed with the deregistration.

5.Step Click OKOK to continue.

6.Step Upon successful deregistration, a dialog window opens confirming that the host ID is
deregistered, along with the unbound license key. You can use the unbound licensing key to
register a new host ID.

NOTE: Retain a copy of the licensing key. To register a new device to the subscription, you can
use the unbound license key. The license key has been exported to the remote host's security/
subscription/deregistration folder.

Using NRE command

7.Step Open the Niagara console command line for the Niagara instance to be deregistered. On a Linux
Niagara instance, open the shell application.

Containerized Niagara Guide Licensing
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8.Step Check if the host ID is currently bound by running the NRE command: nre -checksub and
registered with the entitlement system.

9.Step To deregister the license from the host ID, run the command nre -deregister.
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Upon successful deregistration, the console will display a message confirming that the device is
deregistered. The original subscription key will also be displayed and can be bound to another
host ID.

Replacing a host ID bound to license
As of Niagara 4.15, you can replace an already registered Niagara license to a host ID with new host ID. You
can handle the replacement of the license directly from your station using the NRE command. Use the
following steps to replace a host ID.

• You have created a Niagara Central account (https://www.niagara-community.com) and you have access to
Niagara Licensing.

• You are a Niagara Licensing portal user with Write/WriteX permissions on SubscriptSubscription Licenseion License.

• The subscription key is available and the host ID is already bound.

Using Workbench

1.Step Open Workbench and make a platform connection to the Niagara instance.

2.Step In the Nav tree, double-click the License ManagerLicense Manager and click RegisterRegister.
The Device RegistratDevice Registrationion window opens.

3.Step Enter the subscription key, select the Replaces existReplaces existing Host ID bound to ting Host ID bound to this Subscripthis Subscription Keyion Key
check box, and enter the host ID that is already registered with the entered subscription key.

4.Step Click on the VVerificaterification URLion URL to navigate to the web browser, paste the copied code from
Workbench in the CodeCode field, and click on ConnectConnect.
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5.Step On the AlAllow Accesslow Access screen, click AlAllowlow to permit the Niagara instance to connect to the Niagara
license server and to continue.
The YYou'rou're Connectede Connected screen opens to inform you that your device or app is now connected.

6.Step Click ContContinueinue to replace the existing host ID bound to this subscription key.

7.Step In Workbench > License ManagerLicense Manager, the Licensing CompleteLicensing Complete dialog window informs you that the
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Niagara instance has been successfully registered and the host ID has been replaced.

8.Step Click OkOk.

Using NRE command

9.Step Open the console command line for the Niagara instance whose host Id needs to be replaced. On
a Linux Niagara instance, open the shell application.
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10.Step Run the command nre -replace <Existing Host ID> <Subscription Key> to initiate the replacement
of the existing host ID.

11.Step To navigate to the Enter CodeEnter Code screen in your web browser, locate and copy the VVerificaterification URLion URL in
the Niagara Command LineNiagara Command Line window and paste it into your web browser.

12.Step Similarly, from the Niagara Command LineNiagara Command Line window, copy the User CodeUser Code, paste it in the CodeCode
entry field, and click ConnectConnect.

13.Step On the AlAllow Accesslow Access screen, click AlAllowlow to permit the Niagara instance to connect to the Niagara
license server.
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NOTE: If you have successfully granted access to a specific application 5 times, which is the
maximum allowed, the following applies: If you approve the 6. request, the oldest approval will
automatically be revoked. To prevent this, you can either deny this request or manually revoke an
approval in your personal settings.

The YYou'rou're Connectede Connected screen opens to inform you that your device or app is now connected.

14.Step Click ContContinueinue to replace the existing host ID bound to this subscription key.
Upon registration, the Niagara Command Line window confirms that the device is registered with
the subscription licensing system and that the existing host ID was replaced successfully.
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Chapter 5. Glossary
The following glossary entries relate specifically to the topics that are included as part of this document.

To find more glossary terms and definitions refer to glossaries in other individual documents.

Alphabetical listing

Carrier Communication/Comfort Network (CCN)
The Carrier Communication/Comfort Network (CCN driver) integrates CCN devices and data into the Niagara
Framework environment.

Java SE Runtime Environment (JRE)

Niagara Portability Software Development Kit (NPSDK)
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