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Containerized Niagara Guide About this guide

About this guide

This topic contains important information about the purpose, content, context, and intended audience for this
document.

Product Documentation

This document is part of the Niagara technical documentation library. Released versions of Niagara software
include a complete collection of technical information that is provided in both online help and PDF format. The
information in this document is written primarily for Systems Integrators. To make the most of the information
in this book, readers should have some training or previous experience with Niagara software, as well as
experience working with JACE network controllers.

Document Content

This document describes how to set up and use Containerized Niagara. Sections in this guide include chapters
about container license, system requirements, and limitations.

Document change log
Changes to this document are listed in this topic.

January 4, 2025

* Added "Deregistering a license from host ID" and "Replacing a host ID bound to license" topics to the
"Licensing" chapter (as of Niagara 4.15).

October 21, 2024
e Added "Backing up and restoring registered container" chapter.
e Added " Upgrading a Niagara container" chapter.

November 30, 2023

* In “Creating subscription license order” chapter, removed “Email Licenses (Optional)” checkbox.
Initial release publication: September 5, 2023

Related documentation
Additional information is available in the following documents.

* Niagara Platform Guide
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Chapter 1. Overview

Containerized Niagara is a packaging mechanism for deploying and updating Niagara core. It is a Niagara

framework stack that is packaged into a Docker® container with all required dependencies for easy
deployment.

A container bundles the code defining a specific software application with its related configuration files, system
libraries, system tools and dependencies such that the package is fully functional regardless of the cloud or
non-cloud computing environment.

Advantages of using containers:

e Faster delivery of software

* More agile software development processes

* Easier portability of code from one computing environment to another
There are two primary use cases for deploying Niagara via container:

* Embedded deployment as an alternative to the Niagara Portability Software Development Kit. By
bundling Niagara core (JRE, Niagara Framework, and modules) into a single deployment unit, you simplify
the start and upgrade of Niagara systems compared to using a traditional Niagara Portability Software
Development Kit (NPSDK) or Windows/Linux server installation.

* Niagara Development partner deploys Containerized Niagara to a third-party device or server.

Figure 1. Example deployment of Containerized Niagara on a partner-built mobile hub
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Features

The following features are available in Containerized Niagara.

* The Niagara Framework is supplied in a Docker® container.
* You can use the hosting platform of your choice (for example, Azure, AWS, Google)
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¢ If you use Enterprise Scale, you can choose the orchestration tool.

e AMD_x86 and Armé4 architecture are supported.

e Custom support is available for different architectures.

¢ Authorization models: file domain authorization or native domain authorization

® Subscription-based licensing using OPex instead of CAPex for purchasing flexibility
* Models that are released with Niagara 4.13:

Type Part # Type Part#

NCC-SUP-0 NCC-CPN-0001
NCC-SUP-1 NCC-CPN-0002

Supervisor NCC-SUP-10 NCC-CPN-0005
NCC-SUP-100 Hardware Embedded NCC-CPN-0010
NCC-SUP-500 NCC-CPN-0025
NCC-SUP-UP-1 NCC-CPN-0100

Supervisor Upgrade NCC-SUP-UP-10 NCC-CPN-0200
NCC-SUP-UP-100 NCC-CPN-DEV-1
2 A Hardware Embedded St at
NCC-SUP-DEV-50 Device Pack NCC-CPN-DEV-10

Supervisor Device Pack NCC-SUP-DEV-100 NCC-CPN-DEV-25
NCC-SUP-DEV-500 NCC-CPN-DEV-50
NCC-SUP-DEV-1000

Using a container instead of a virtual machine
Advantages using a container instead of a virtual machine are as follows:
* You do not need to maintain the host operating system.
e Containers require less storage and RAM overhead.
e A container reuses the Linux Kernel of the host operating system.
e Containers require less storage and RAM overhead.
® A container reuses the Linux Kernel of the host OS.
e Typically, a container is one hundredth of MB versus multiple GB for the virtual machine.
* Containers are more portable.

Where to use containers

There are two primary use cases for deploying Niagara as a container: embedded deployment as an alternative
for NPSDK (Niagara Portability Software Development Kit) and Supervisor deployment in a cloud service or on
a server device locally.

Next generation NPSDK deployment

Note that containers are not appropriate for devices targeted by Smart Edge SDK. If a device is capable of
running a container, it can run full Niagara.

e OEM-specific engagement to support custom hardware
* Works out of box
¢ Differences from NPSDK

e Faster onboarding time by OEM engineering team

* Limited opportunities for customization. See also “Limitations”.

Standard cloud service deployment
* N4Supervisor for AWS or Azure.
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Host system requirements
Before you start to use Containerized Niagara, check the host system requirements in this section.
e Linux x86_64 (AMD64) or Linux ARMé4 system with Docker Engine installed.

* Docker runtime on Windows or Mac is not supported.

¢ (Optional) install Docker Compose to use docker—-compose . yml for configuring containers.
¢ Docker volume support

¢ Niagara stores station, history, and alarm data as standard files on volumes.
e RAM/disk requirements

¢ RAM requirements vary by application. You can adjust the Java heap size allocated to Niagara station
using container environment variables.

e Standard Niagara container size on disk is about 350MB, which includes JRE and requires OS libraries
and all standard modules.

e Container management

* You can use Kubernetes or other orchestration tools to start, stop, upgrade, and configure the Niagara
container.

Limitations

The following limitations exist when using Niagara containers.

Scalability

* Niagara containers do not provide horizontal scalability. It is a single instance of Niagara. You can increase
the capacity by allocating additional memory or using a faster CPU.
e Containerized Niagara uses |P-based drivers only.

* Serial drivers and custom drivers such as BACnet MS/TP, CCN, BPort are not supported. The container
engine does not permit applications running in container direct access to serial ports.

No data recovery service
If the container is terminated or the hosting platform has a power loss, there is no support for data recovery.
All data will be lost since the last station backup.

Station only
Containerized Niagara is not suitable for deploying Workbench. You need another laptop or PC to interact with

the container and run Workbench.

Outbound internet connectivity required
A container deployment must be able to connect to the Entitlement Server to validate its license.
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Containerized Niagara Guide Backing up and restoring a registered container

Chapter 2. Backing up and restoring a
registered container

The following sections describe how to back up and restore an already registered Niagara container using
Niagara Workbench.

Backing up the Docker container

The following section describes how to back up a Docker container in Niagara Workbench.

Prerequisites:

® You have a running Docker container.

Step 1. In Workbench, after connecting to the container's platform, open the Platform Administration and
click Backup.
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{Docker) : Platform #  PlatformAdministration ~

= Nav [ Platform Administration

~ : BajaVersion Tridium 4.13.0.186
y O 3(Docker) # ViewDetails
t B3] B Daemon Version 4.13.0.186

» g Platform & UpdateAuthentication | System Home Joptiniagara
& Station (Docker) A system Passphrase | User Home /home/niagara

Host iDocker)

% change HTTP Port -
Daemon HTTP Port 3011 (disabled in TLS settings)

) Change TLS Settings | Daemon HTTPS Port 5011

(D change Date/Time HostiD Hre-{ ]
Host ID Status Registered

o advanced options Madel nécontainer(1.4.70)

57 Change Output Settings | Product nécontainer
Serial Number None
LJ syslog Configuration |
Local Date 93-Nov-23
@ View Daemon Output | Local Time 12:21 Eastern Standard Time
m few SystemLog | Local Time Zone America/New_York (-5/-4)

Operating System Niagara Container (1.4.70)
W configure Runtime Profiles I - -~ o L

» *T) Backup | Architeeture x4

Enabled Runtime Profiles rtuxwhb

ore-fdai4.13.0.186)

*_ cammissioning

Machine bre-tinux-head 6 (Azul Systems, Inc, 1.8.0.372.24)
O Reboot Niagara Stations Enabled enabled
Number of CPUs 2
Current CPU Usage 10%
overallcPU Usage 1%
Filesystem Total Free Files Max Files
fmp 4D4533T6KE  18,191424K8 240241 2588572

Jopt/niagara 40453376KB  18,191.424KB 240241 2588672
Jhome/niagara 40,453376KE  18,191424KB 240241 2588672

Physical RAM Total Free
3,964456K8  1,339.608KB
Other Parts None

- Template B

In the Connect to Station? window, you are prompted to allow Workbench to authenticate and
connect the station in order to back it up.

Platform Administration

ja Version Tridium 4.13.0.186
#' Viewbetails | =
D Version 4.13.0.186
‘ Update Authentication I System Home lopt/niagara
\ System Passphrase I User Home /home/niagara
Host (Docker)
W change HTTP Port . . )
Daemon HTTP Port 3011 (disabled in TLS settings)
%) changeTLS Settings I Daemon HTTPS Port 5011
@ Change Date/Time Host 1D Hre-DE04-4TDE-FD90-4005-212F-8601-T4A4-TAED
Host 1D Status Registered
¥ Advanced Options | Model nacontainer 1.8.70)

? change Dutput Settings Product nédcontainer

-

Connect to Station?

® Station "Docker” is currently running. Do you
want to connect to the station to back itup?

Yes

No re-fda (4.13.0.186)

Enabled Runtime Profiles rtuxwhb
Java Virtual Machine azul-jre-linux-headless-amded (Azul Systems, Inc. 1.8.0.372.24)
Niagara Stations Enabled enabled

B, commissioning

O Reboot

Step 2. In the File Chooser window, which defaults to the backups folder, click Save to save the backup
file.
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File Chooser

L File Spaces
~backups

&) My File System

(o am|E=0-88

(D backup_Docker_231103_0918.dist

(D backup_Docker_231106_0735.dist
m backup_Docker_231106_1053.dist
m backup_Docker_231106_1255.dist
m backup_Docker_231108_0908.dist
R Bookmarks (D backup_Docker_231108_1159.dist
m backup_J9000_20231015061614_a2211a
m backup_J9000_230919_1034.dist
m backup_Provisioning_231005_1513.dist

(D backup_Provisioning_231005_1530.dist

Files of type: | Distribution File cancel

Filename: | backup Docker 231103_1222.dist Save

A

Restoring backup DIST file to Docker container

The following section describes how to restore the backup .dist file to the Docker Container in Niagara
Workbench.

Step 1. Inthe Workbench platform, to select and install the backup, select the Distribution File Installer.
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(Docker] Platiorm

%

(Docker)

~ g Platiorm
@ &pplication Director
) centificate Management
@ pistribution File Installer
© File Transferclient
@ Levicon Installer
© License Manager
) Platform Administ
O software Mansge
@ station copier

b & Station (Docker)

- Template

#  oistribution File installer ~

/C:/Users/h249851/Niagarad .13/ tridius/backups
12 distribution files were found in directory */C:/ INiagarad.13) kups"

Version  Status Description

Docker_231103_0218.dist Tridium @ Modified Online backup of station "Docker” on "e0ddd6ad5026™
r_231106_0735.dist Tridium0  Modified Online backup of station "Docker” on "e0ddd68ds026"
_1053.dist Tridium0  Modified Online backup of station "Docker” on "e0ddd68ds026"
5_1255.dist Tridium0 Modified Online backup of station “Docker” on "e0ddd68d5026"
@ backup_Docker_231108_0808.dist Tridium0  Modified Online backup of station "Docker” on "edddd68d5026"
(@ backup_Docker_231108_1159.dist Tridium0  Modified Online backup of station "Docker” on "e0ddd68d5026"
(@ backup_Docker_231108_1222.dist Tridium0  Modified Online backup of station "Docker” on "e0ddd68d5026"

0 Differenttarget platiorm  Online backup of station *

Gnline backup
Online backup of station "
backup_Provisioning_2 1530.dist Tridium0  Different target platform  Online backup of station "P

(D backup_test2_231106_1312.dist Tridium0  Modified Online backup of station "test2" on "6718d2b1d10b"

O choose birectory | A\ cleaning | A\ conversion I T) Backups I

The Distribution File Installer window opens.

stribution File Installer

Distribution File Installer
Stopping application(s)

4 Back

Running applications must be stopped before installation can proceed. Choose
'Finish' to stop the applications and perform the software installation.

P Mext

] X cancet |

Step 2. To stop all running applications within Niagara and allow Workbench to install the backup to the

container, click Finish.

Step 3. Observe the installing status and after completion, click Close Window.

14
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Installing Distribution

@ Installing Distribution

Installing:

0 Stop running application(s) Success

@ Install software Success

O Restart application(s) Success

Installation complete.
FileStore::commitInstance commit complete
Resetting subscription parameters

Starting "station Docker"
Installation complete.

Close Window |
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Result

¢ In the Docker console, you can view the installation of the backup.

INFO E ] 3 EST][stationRegistry] station Dock

INFO Nov-23 EST] i

INFO [12:24:30 3 EST][file]

INFO :30 08-Nov-23 EST][File]

INFO 0 0 EST][file] g

INFO 124: Nov-23 EST][file] oreElement: :deleteFile /home/niagara/ fcfpl-:‘t'r'wm.bcng deleted

INFO 0 s e] De StoreElement: :deleteFile /home/niagara/etc/platform_backup_2311

INFO -Nov-23 ES ele StoreElement ile /home/niagar

INFO 0 23 EST][File] iles e eleteDirectory '/home/niagara/stations/Docker/alarn

INFO 8-Nov-23 EST][File] i e e eleteFile /home/n tions/Docker /history/

INFO [12:24:30 3 EST][file] eFi e deletedirectory e/ a/stations/Docker /history

INFO 0 Nov-23 EST][file] i e eleteFile /home/n i er/his / .hdb deleted
INFO 0 EST][file] iles ene eleteFile /home/niag. s/Docker /history/s rkJobHistory

INFO 130 E;T][fil&] e FileStoreElement: :deleteDirectory '/home/n

INFO 124: Nov-23 DeleteFilestoreElement: :deleteFile /home/niagara/stations Duofmh\ tory/s

INFO 0 DeleteFilestoreElement: :deletedirectory '/home/nilagara/stations/Docker/history/ tgncn/ &g

INFO E - -23 DeleteFi oreElement::deleteFile /home/niag tions/Docker/history/ yRecord.hdb deleted
INFO :24:30 i DeleteFileStoreElement: :deleteFile /home/niagara/stations/Docker/his s n/ etwo e ecord. eleted
INFO Nov-23 DeleteFi oreElement: :deleteDirectory '/home/niagara, ns/Docker /his: tion/s: d

INFO :30 - S eEle eleteDirectory '/fhome/niagara/stations/Docker/history/station’' deleted

INFO :30 08-Nov-23 ES DeleteFileStore eleteDirectory '/home/niagara/stations/Docker/history’ deleted

INFO 0 s ile] DeleteFilestoreElenent: :deletedirectory * /home/niagara/stations/Docker/niagarabriver_nVirtual' deleted

INFO 124: Nov-23 ES 1 achedFileStoreElement::commit file written /home/niagara/stations/Docker/config.

INFO 130 ES ile chedFileStoreElement::commit file written /home/niagara/etc/platform.bog

INFO E Nov-23 ES e ngImportFilestoreElement: :commit imported data to keyring in /home/niagara/security

INFO :24:30 0 e ent::commit file written /home/niagara/daemon/daemon.properties

INFO [1 8-Nov - 5 ile] FileCachedFileStoreElement::comnit file written /home/ni

* The Docker console displays the following information after the restore has completed and the station has
attempted to start.

ST][stationRegistry] station Docker watchdog thread started [tid = 51]
T][stationRegistry] station Docker starting
ST][stationRegistry] station D r exited with status -3

35 08-Nov-23 EST][stationRegistry] station Docker failed, rc =

* At this point, in Workbench re-register the subscription into the backup. In Workbench, the Application
Director displays that the station startup may have failed. The console shows
FeatureNotLicensedException.

(Docker)  : Platform /  Application Director |
- Nav ¥a ) Application Director
#H O @ (Docker Connected to
Name Type Status Details uto-Start art on Failure ]
BT Platiorm
S Docker station Falled  fox=n/afoxs=4311http=n/a,hitps=8443 true true
© application Director
© certificate Management INFO [nre] Launching Niagara Runtime Environment & Auto-Start

2 08-Hov-23 EST] [nre] Booti

2 08-Nov-23 EST] [org.bouncycastle.jsse.provider. Propercylcils] Found string security propercy [jdk.tls.disel [ Restarten Failure
2 08-Nov-23 EST] [uzg bouncycastle. jsse.provider.DisabledAlgoritheConstraints] Ignoring unsupported entry
23 -33se.provider. PropertyUcils] Found string security p‘npeﬂ: [3dk. certpath Start

@ pistribution File Installer

® File Transferclient
8 Lesicon installer
© License Manager
Q rlats
0 softy

stop

CE-.\TO
08-Nov-23 EST] [ozg.bouncycastle.]sse.provider. Disab) ﬂl‘gﬁrjthﬂ:tnstra nts] Ignoring unsupported sntry
ov-23 EST] [org.bouncycastle.jsse.provider. PropertyUcils] Found boolean security property [keyatore.ty
ov-23 EST] [org.bouncycastle,jase.provider.PropertyUtils] Found atring system property [java.home]s
ov-23 EST] [org.. box-wc«st -Jsse.provider.FropertyUtils] Found string system property [java.home]
Hov-23 EST] [or: cycastle.)sse.provider. PropertyUtils] Found string system property [Java.home]: /o

) ov-23 EST] [sys] Logging initialized

© stationc ov=23 EST] [sys.registry] Up-to-d.ste [35ms] Dump Threads

A crlp e ov-23 EST] [sys.registry] Loaded [48ms] ;

_ EST] [erypro] loading module signature registry... Save Bo

& Remote Fil ypto] module signature registry up-to-date ;

to] module signature registry loading complete (87 ms) Verify Software
& Station (Docker D T P
5 an \J'ﬂ:ESLQte!EG subscription inst. e!
r your station nce using the Clear Qutput

Pause Output
S 08-Nov-23 EST] [sys] Niagara runcime pootzd ("/ept/niagara”} on Nre-0EQ4-47DB-FDS0-4D0S-912F-896DL-74R4-TAE | oOutputDialog
Stream To File
icense.NLicenseManager.checkFeature (NLicenseManager. java:95)
at com.tridium.sys.Nre.runClass(Nre.java:sle)

at com.tridium. sys.Nre.main (re.java:354] Output Settings

at com.tridium.sys.Nre.bootstrap (Nre.java:175)

at sun.reflect.NativeMethodAccessorImpl.invoked (Native Method)

at sun.reflect.NativeMethodAccessorimpl.invoke (NaciveMethodAccessoriapl.java:€2)

at sun.reflect.DelegatingMethodAccessorImpl.invoke (DelegatingMethodAccessorInpl.java:dd)
at java.lang.reflect.Method.invoke (Method.java:498)

at com.tridium.nre.bootatrap.Bootatrap.Main (Bootatrap. java:l46)

App Failed

- Template H]

Re-registering Docker image with licensing server

The following section describes how to re-register the Docker image with the licensing server in Workbench.
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The platform License Manager allows you to re-register the backup and link it back to the subscription.

Step 1. In Workbench, open the platform, and select License Manager.
In the lower right corner of the screen, a yellow popup window informs you that you must register
the Host ID.

- Platiorm # License Manager -
[ License Manager
HostAddress 192.168.206.129

HostID Nre-0ED4-47DB-FDI0-4005-212F 86D1-T4A4-TAES | B Register Regenerate
Brand 1D

O [X] @ 192188206.129 [Docker)

& Platiom
© spplication birector Licenses Centificates
Q) Cortificate Management
) pistribution File Installer
D File Transter Client
) Lesicon Installer
1D License Manager
Q) Platform Administration
O software Manager
@ station Copier
1 TCr/P Configurstion
B Remote File System
& Station (Docker)

- Template Unregistered HostID. Please register.

Impart Export View Delete Import ‘

Step 2. Inthe License Manager, click Register.

Device Registration x
# | Licensing
1 Register the device for subseription license

Subscription Key

Verification URL httpa://www.niagara-community.com/setup/connect
Code 24GPVSER

Follow these steps to complete subscription licensing:
1) Enteryour Subscription Key above.

2} Go to the Verification URL with a browser.

3) Enter the Code at the website,

4] Login to your account.

5) Approve the device you are registering.

/oK | X cancel |

The Device Registration window opens.

Step 3. For Subscription Key, enter the original subscription key used for this container's NRE Host ID.
The subscription key is delivered via email, or you can contact your System Integrator (Sl) if you
have questions.

Step 4. For Verification URL, use the same procedure you used to activate the container for the first
time.
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Step 5. For Code, click the URL, enter the temporary code, and click OK.

Licensing Complete

The licenses and certificates for the remote host have
been successfully updated.

Added
NTEST.license (Tridium 4.13 - expires 2024-10-17)

L.

The Licensing Complete popup window notifies you that the licenses and certificates for the
remote host have been successfully updated. Your backup is re-registered with the Licensing
server, the container is restored from the backup, and the subscription has been re-attached and

will start up.

(Docker)  © Platform #  LicenseManager =
License Manager
Host Address 192.163.206.120
O B @
Hast 1B Nre-0E04-4TDB-FDO0-4D0S-912F S6D1-TAAS-TAES g Regist
Platlom
& et BrandiD  NTEST
Application Directo
@ oplication irctor Licerses. Centificates
) Certificate Management — . . _
NTEST.license (Tridium 4.13 - expires 2024-10-17 Tridium.certificate (Tridium - never expires]
@ pi o File Installer
& File Transfer client
) Lesicon installer
1D License Manager

- Template

Step 6. Restart the station using the Application Director.

Result
The Docker console displays that the station and the subscriptions have successfully completed.

TI[ licen

S/NTEST.license
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Chapter 3. Upgrading a Niagara container

The following procedure describes how to upgrade a Niagara container using Docker.

Upgrading a container using Docker

Prerequisites:
Docker is installed and running on your device.

Step 1. To view what Docker images are loaded, open a command prompt and run the command: docker
image ls.

: $ docker image
REPOSITORY TAG IMAGE ID CREATED
vykon-fda-amd64 4.13.2.18 456e91cb8f27 10 months

vykon-fda-amd64 4.13.1.14 9736cce5525a 11 months
vykon-fda-amd64 4.13.0.186 2c2b7bfa6als 12 months
hello-world latest 9c7a54a9%a43c 17 months

A list of all Docker images stored locally will be displayed including details such as repository
name, tag, image ID and creation time.

Step 2. To view what Docker volumes are used, run the docker volume Is command.

S docker volume 1s
DRIVER VOLUME NAME
local niagara_niagara-user-home

A list of all Docker volumes that are currently available on your device are displayed.
NOTE: It uses niagara niagara-user-home which is mapped in the docker-compose. yml.

Step 3. To load a new Docker image from Tridium, run the docker load < command.

n-fda-amd64-4.14.0.162.tar
75.19MB/75.19MB
67.86MB /67 .86MB
1.659MB/1.659MB
4.096kB[4.096kB
3.072kB/3 ]

4a1518ebc26e: Loading layer ]

0da75023adea: Loading layer ]

f12d5ea%0c4f: Loading layer ]

e27f25c4915f: Loading layer ]

06e94abcabed: Loading layer ]

0f7d796aeed4@: Loading layer ] 3.072kB/f3.072k
ef54f5a60d74: Loading layer ] 136.5MB/136.5MB
5f604a116c7f: Loading layer ] 123.8MB/123.8MB
86f184dsflef: Loading layer ] 2.56kB/2.56kB
39513d1309b7: Loading layer ] 46.59kB/4 K
77e3d6es8463e: Loading layer ] 15.87kB/f15.8
03fc19d57226: Loading layer ] 21.5kB/21.
a6de71766449: Loading layer ] 39.94kB/39.94k
15a61fb92d87: Loading layer ] 34.3kB/34.
21e61d56c794: Loading layer ]

de4dsfefdsb3: Loading layer ]

Loaded image: vykon-fda-amd64:4.1

34.3kB/34.3k8

1.226MB/1.226MB

The system integrator loads the . tar file, which is, in this example, the vykon-fda-
amd64-4.14.0.162.tar file.

Step 4. To confirm the Docker loaded image for use, run the docker image Is command.
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- S docker image 1s
REPOSITORY TAG IMAGE ID CREATED SIZE
vykon-fda-amd64 4.14.0.162 bb51a5298092 3 months ago 402MB
vykon-fda-amd64 4.13.2.18 456e91cb8f27 10 months ago 410MB

vykon-fda-amd64 4.13.1.14 9736cce5525a 11 months ago 391MB

vykon-fda-amd64 4.13.0.186 2c2b7bfa6ais 12 months ago 405MB

hello-world latest 9c7a54a9%9a43c 17 months ago 13.3kB
: 5

In this example, you can use five Docker images.

Step 5. Edit the docker-compose.yml file.

# 1mage: vykon-fda-amdb: 13.68.186 # Specify the provided image name and version, for example: niagara/fda/amd64/base:4.13.0.182 1.4.67.
# 1image: vykon-fda-amdb. 0.186 # use docker load<-/NiagaraContainerImages/Niagara NDA_Amd64 Base 4.13.0.186.tar

# 1image: vykon-fda-amdb. 13.1.14 # use docker load<~/NiagaraContainerImages/Niagara NDA Amdé4 Base 4.13.1.14.tar

# image: vykon-fda-amd64:4.13.2.18 # use docker load<~/NiagaraContainerImage: agara NDA Amd64 Base 4.13.2.18.tar

inerImé a_ND Base 4.14.0.162. tar

In this example, the active image line is copied and commented out with the #, then it is pasted
back. The image file name and tag are changed as follows: image: Vykon-fda-
amd64:4.14.0.162.

Step 6. To start the container, run the docker compose up command.

1S cd niagara
3 s$d r compose up
[0008] fhome/tridium/niagara/docker-comp yml: the attribute ‘version® is obsolete, it will be ignored, please remov
e it to avoid potential confusion
[+] Running 1/8
Container niagara-niagara-1
Attaching to niagara-1
INFO init.sh | Initializing agara container
INFO ini | Container ting with root-level commands
INFO ini ca/New_York
INFO (= oved medules
INFO . g r agara medules to /home/niagara/modules
INFO ini garad. i ID 1561
INFO iaga Container v on is 1.5.71
INFO lagara Hard open file limit is 1048576
Starting niagarad.
niagarad running PID 1564
-24 EDT][crypto. stry] module signature regi y up-to-date
0 24 EDT][crypto.registry] module gnature registry load complete (85ms)
INFO [1 ; - 24 EDT][niagarad] st ng iaga r_home=/home/niagara
WARNING 8 10-0ct-24 EDT][we! i f erver certificate 'default' is not recommended
INFO [ Oct-24 EDT][webserver] web e ea tarted [threadCount = 5]
INFO g - 24 EDT][stationRegistry] station registry starting
INFO g -0c EDT][stationRegistry] station Docker watchdeg thread started [tid = 32]
INFO T - - EDT][niagarad] artup complete ( ams)
INFO [1 H 8 EDT][stationRegistry] station Docker starting
INFO [12:04: -0ct-24 EDT][stationRegistry] station Docker startup complete

Step 7. Confirm the upgrade via a platform connection in Workbench.
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Platform Administration

&' View Details

Baja Version

& UpdateAuthentication

\ System Passphrase

W Change HTTP Port

ﬂ Change TLS Settings

() change Date/Time

&* Advanced Options

7 Change Output Settings

LT syslog Configuration

View Daemon Qutput

View System Log

' Configure Runtime Profiles

D) Backup

%, Commissioning

Q Reboot

D Version
System Home
User Home

Host

Daemon HTTP Port
Daemon HTTPS Port
Host ID

Host ID Status
Model

Product

Serial Number
Local Date

Local Time

Local Time Zone
Operating System
Niagara Runtime

Architecture

Upgrading a Niagara container

Tridium 4.14.0.162

4.14,0.162

/opt/niagara

/home/niagara

192. (Docker)
3011 (disabled in TLS settings)
5011

Nre-

Registered
n4container(1.5.71)
nécontainer

None

10-Oct-24

12:11 Eastern Daylight Time
America/New_York (-5/-4)
Niagara Container(1.5.71)
tridium-linux-amdé4-nre-core-fda (4.14.0.162)
x64

Enabled Runtime Profiles rt,ux,wb

Java Virtual Machine

azul-jre-linux-headless-amdé4 (Azul Systems, Inc. 1.8.0.412.20)

Niagara Stations Enabled enabled

In this example, an Ubunto virtual machine is used to run the Docker environment, which does
not contain Workbench. A localhost is used as the IP address on the PC in Workbench. You will
connect to the platform to verify the update and use the IP address of your environment.
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Chapter 4. Licensing

Niagara container deployment is tightly coupled to the Niagara Entitlement Server (licensing service). The
container has to reach out to the Entitlement Server at least once a day to re-authenticate and to receive the
authentication token to continue running.

Traditional Niagara licensing uses a unique and permanent Host ID as a key to license. Containers are
inherently portable and intended to operate in a variety of virtualized environments. Containers include a
single hard-coded Host ID and node-locked license with an expiration date. A separate Host ID and thus
container image is required for each license variant.

The Entitlement Server provides an online service to monitor and distribute licenses. While each container will
be assigned a uniquely generated identity, the central Entitlement Server can detect abuses such as trying to

reuse the same identity. Since a license must be periodically renewed, the opportunity for abuse is limited. In

addition, the risk of abuse is mitigated by the following:

* Contractual auditing of units is deployed.
* Providing a unique container variant to customer.

* Each license has an expiration date.

Creating subscription license order

The following section describes how to create an order for a subscription license.

Prerequisites:
You have created a Niagara Central account (https://www.niagara-community.com) and you have access to
Niagara Licensing.

Step 1. To create a subscription license order, select Products > Product Catalogue > Buy Model, and click
Next.
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niagara
| I Asset Manager Marketplace Communi Software  Universi Tridium
licensing tp nity v
Organization- Production- Products- Licenses- Orders- Software- Admin, S
Catogory... = |[ search m
Home > Product Catalogue > Buy Model (@ @ @ A ©
1. Destination 2. Req'd Option 3. Add'l Option 4. Dep't Option 5. Order summary 6. Check oul
Product Information
Product SUP-100-SUBSCRIPTION
Description Test Subscription Model
Guantity : ]
Who gets it?
Select Org *:
Project Name *: _D1_SUBSCRIPTION Soloct

( canc )

Step 2. On the Add’'l Option tab, add upgrades and add-ons, and click Next.

24
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niagara
I |Ce n S| n g Asset Manager Marketplace Community Software University Tridium
Organization- Production- Products- Licenses- Orders- Software- Admin, S

ik bag m

Home > Product Catalogue > Buy Model ©) 3 (1] Ao

1. Destinatior 2. Req'd Option Add'l Option 4, Dep't Optior 5. Order summary 6. Check out

Product information

Product :  SUP-100-SUBSCRIPTION
Description : Test Subscription Model
Quantity : 10

Organization Name

Project Name : _01_SUBSCRIPTION

Configure Options

SWOptions (0) >>

Maintenance (0) >> No record available.

Upgrades (0) >>

Step 3. On the Order summary tab, select Additional Options and/or Dependent Options if applicable
and click CHECK OUT NOW.

Step 4. On the Check out tab, enter and confirm the PO number, and click Process Cart to finalize the
license order.

January 4, 2025 25



Licensing

Additional Emails :

Submitted To:  Tridium, Inc.
Submitted By :
PO Number ! pEMO_SUB_ORDERING

Confirm PO Number ! pEMO_SUB_ORDERING

Order Notes:
300 charactons limit
Verticals: aas[] Energy |
Hvacl Retail L
Inchustru | ] Lighting L)
ocml] Security |
ltem List
LLine Numbaer Quantity Product Destination
0 0 SUP-I00-SUBSCRIPTION

The license order is complete.

Containerized Niagara Guide

® ©
This is a Buy Cart

01_SUBSCRIPTION

Cree
\r 1 Asset Manager Marketplace Community Softwa University  Tridium
licensing .
Organization- Production~ Products- Licenses- Orders- Software-~ Admin, S
Home > > Placed Order Y () @ @ A
Purchase Order Information
Tridium, Inc. Created On : Feb 17,2023 Notes :
SO : (Unbilled) Last Updated : Feb 17,2023 Email : -
Billing Report : - POUpdatedBy :
PO : DEMO_SUB_ORDERING Change Total Gty : 10
-
£ Search ¢ Refresh B Export o Excel @ Export 1o Pdf Page ' ofl 0o v View 1-10f1
Line # = Oty Product Order Type Created By Placed Order
0 o] SUP-100-SUBSCRIPTION MNew License Admin. SystemTest
P Search ¢ Refresh @ Exportto Excel @ Export to Pdf Page 1 of) 0o w View 1-10f1

You can view the generated license keys, which are unbound, by clicking the appropriate license

subscription in the Product column.
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Licensing

£ Search & Refresh @ Exportto Excel @ Export to Pof Page 1 ofl WO v View 1 - 10 of 10
NRE ID & Subscription Liconse Key Status Expiration Date

BISE disabled Feb 172024
L | 6536~ disabled Feb 17,2024
| 8399- disabled Feb 17.2024
1] BF92-| disabled Feb 17,2024
| SOE2-( disabled Fob 17,2024
BBF9- disabled Feb 17,2024

D Ssarch O Refresh B Export to Excol @ Export to Pof Page 1 ol 00 v View 1 -0 of 0

Step 5. To register the subscription instance, connect to the Workbench platform, navigate to the License
Manager view, and click Register.

)
z

) wyhetwork

st IEALLTOTHVER e bel i honeywelLcorn (e

8 Apalication Dirccior

BT LoenseManzger T License Manager i

License Manages
Host Andress locaihort

Wi EITYATTA 070041 CG-AI20-4335-00AD-TTAD. i Rewislor Rerenoale
Misgars L

Ningarabicsnzs (Trisium .12

Hast 10
Brand 10
Licerses. Cerbficates

acpires 2230620 Tidiam, sertificate (Tridism - never sxpires)

0 certilaate Marageren
P

[P

& Ssbor#1sal

N

[E Paletie [%a)

wE T § e

» O rendng 5

» Qconty Au-mmmmmmr
import View Detat ol

Delete

e

Step 6. From the newly created list of subscription license keys, paste the license key into the
Subscription Key field, and follow the steps provided in the Device Registration window to
complete the subscription licensing.

Device Registration

Licensing
Register the device for subscription license

Subscription Key
Verification URL https://www.niagara-comaunity.com/setup/connect

Code LA6

Follow these steps to plete subscription li
1) Enter your Subscription Key above.

2) Go to the Vertfication URL with a browser,

3) Enterthe Code atthe website.

4) Login to your account.

5) Approve the device you are registering,
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Step 7. To allow license binding, authorize the device.

nagara
I |Ce n S| ng Asset Manager Marketplace Community Software University Tridium
Organizaéﬁon ~ Production- Products- Licenses- Orders- Software- Admin, S @
Home > > Subscription Project Triclium, In Slico 0) :‘) o ‘ (0)
£ Search ¢ Refresh | Export to Excel @ Export to Pdf Page1 ofl 0o w View | - 10 of 10
L NREID « Subscription License Key Status Expiration Date
Nre
BISE cti Feb 17.2024
3385-0016-55F1 o i .
] 6536~ disabled Feb 17.2024
8399 disabled Feb 17.2024
] 8F92- disabled Feb 17.2024
2981- disabled Feb 17.2024
[ B596- disabled Feob 17.2024
FF4- disabled Fob 17.2024
B 2795 disabled Feb 17.2024
SOE2- disabled Feb 17,2024
BBF9- h disabled Feb 17.2024
£ Search ¢ Refrosh | Export to Excol | Export to Pdf Page 1 1 100 v Vview 1 - 10 of 0

Your subscription is activated and bound to Host ID (NRE-ID).

Setting up a container license

In the following section, you learn how to set up a container license.

Prerequisites:
You have created a Niagara Community account. Signing up is free and the account is free of charge. If you do
not have an account, you can sign up here: https://www.niagara-community.com/Sign_Up.

Step 1. Start the Docker container.

Step 2. In Workbench, to open a platform connection, from the menu bar, select File > Open > Open
Platform.

Step 3. Change default system passphrase and default platform credentials.

Step 4. Open the License Manager view.
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: Platform #  License Manager -
= Nav License Manager
Host Address.
E N O x| (D My Network
HostID & Register Repenerate
» My Host: Lds. vl
@ iy Host: global.dshoneywellcom S
- Floor_04)
e 2 Licenses Certificates
- g Elatform

@ application Director
Q) Certificate Management
D Distribution File installer
© rile Transfer client
) Lexicon inutaller
D) Licenze Manager
Q) Platicrm Administration
Q) seftware Manager
@) station Copier
 TCPIP Configuration

b @ RemoteFile System

& Station|{Floor_04)

3 [test3000)

‘JAumummnemn*mmm.
mpml Experl  View  Delete tmport | i

You should see the Host ID in the top left corner and a yellow warning dialog in the bottom right
corner.

Step 5. Click Register and paste the subscription license key into the empty field.

Device Registration X
Licensing
Registerthe device for subscription license

Subscription Key -000E

Verification URL | https://www.niagara-community.com/setup/connect
Code WNI64

Follow these steps to complete subscription licensing:
1) Enter your Subscription Key above.

2) Go to the Verification URL with a browser.

3) Enter the Code at the website.

4) Login to your account.

5) Approve the device you are registering.

Vv oK X cancel

Step 6. To open the browser link, click in the Verification URL field.

Step 7. Paste the 8-digit code from the Device Registration dialog box into the Code field in the browser
and click Connect.
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C ) & niagara-community.com

Enter Code

Enter the 8-digit code from the device or app you're

connecting.
Code
24GRQJE4

canee m

NOTE: If you were not previously logged into Niagara Central, provide your login credentials
here.

Step 8. On the Remote Access Authorization page, click Allow to complete license binding in Niagara
Central, and click Continue.

C {} & niagara-community.com,

tplace
Allow Access?

NiagaraEntServerDeviceAuth is asking to

- Access the identity URL service

s Perform requests ny time

Do you want to allow access for

@tridium.com? (Not you?)

To revoke access at any time, go to your personal settings.

Step 9. Return to Workbench and click OK in the Device Registration dialog box. A dialog box indicates
whether the licensing of the device was successful or failed.
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Licensing Complete X

The licenses and certificates forthe remote host have
been successfully updated.

Added
NTEST.license (Tridium 4.12 - expires 2024-03-22)

Both the license and the certificate are displayed in the License Manager view.

= Nav License Manager
B O [ QM e e

HastID Hre-t & Reghster Regenerate.
b @ My Hoa: globaldzhaneywelloam

GrandiD  NTEST
@ For o4 Licenses condicates
R Ao NTEST.license (Tridiism £.12 - expires 2024-03-22) Tridium.certificate (Tridium - never expires)

@ spplication birector

1) Cestificate Management

D Distribution File installer

D File Transher Client

D) Lesizon installer

O Lhcense Marager

) plusterm Adminiatration

0 software Mavages

S seation Copler

% 7c71F Configuration

b B memate File System
& sution (Floor_04

Impert | Export  Wiew  Delete Import I Wiew | Delete

Copying a station from a container version
This section describes how to copy a station from a previous container version.

Step 1. Before upgrading the container, open the station copier from the platform and copy the station to

your local files to store it on your Workbench PC.
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Step 2.

Step 3.

Step 4.

Step 5.

Step 6.
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Platform

- Nav Station Copier

E 4 O x| () My Network a&uwnwﬂ&"swﬂ:mr & Hativngon

b G My st VASLTTLEVOZ. ghobislds honeywell.com Les/ s/ e e =] -atations

> O eron = I

v FTA
@ spolication Birector
D terificate Management
D pistribusion File Installer
© File Transfer Chient
@ Lesicon Inszaller
Q) License Manager
Q) Platharm administration
0 Softmane Man sper
& sation Copier
6 1ere configuration

¥ & Remote File Syztem

% Transferring station "Floor_04"
whatname wowld you lke the new station to have T

Statian famé Floor_04

A Station (Floar_04)

o Back J Finich 3¢ Cameel

| |

Select the Copy every file in the station directory and its subdirectories option
and click Finish.

Station Transfer Wizard X

™ Transferring station "Floor_04"
u Which station files are to be copied?

> Copy files from selected directories

& iCopy every file in the station directory and its subdirectoriesi

> Copy only the "config.bog" station database file

dBack | pomwext | rinish 3 cancel

Start a new container image and make a platform connection. Repeat the licensing steps above if
necessary.

Expand the platform container in the Nav tree, double-click the System Copier, select the station
that you want to copy to the container and click Copy.

Click Next, select the Copy every file in the station directory and its subdirectories
option, and click Next again.

Select Start After Install: Start the station immediately after it is copiedand
Auto-Start: Start the station every time the platform daemon starts options, click
Next, and click Finish to complete.
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Station Transfer Wizard

!

£ Transferring station "Floor_04"
Station Startup Options

E STARTAFTER INSTALL: Start the station immediately afteritis copied
[#] AUTO-START: Start the station every time the platform daemon starts

deack | P Net | rinish ¥ cancel

You can check the status of the transfer in the Transferring station window.
Step 7. Check the station status in the platform’s Application Director.
Verifying license check-in parameters
This section describes how to verify the check-in parameters of a license.

Step 1. Connect to the platform and open the License Manager.

Step 2. In the Licenses window, select the appropriate license and click View.

/# UcenseManager -

License Manager

= Nav

Host Address
EH O D) My eetwork

Host 1D Mre- & Register Regenerate
b @ MyHost :VASILTILEVOZE. global dsh 1l

@ My Host ¥ WOZ2.global. dshoneywell.com [ .
Certificates
expire

Tridium.certificate [Tridium - never

- Floar_04)

b & Platform
& Station (Floor_04)

Towards the bottom of the file, look for the subscriptionMode license feature. It indicates your
check-in interval and number of allowed failed check-ins prior to the station shutdown.
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Example:
<feature name="subscriptionMode" expiration="2024-03-22" validCheckRetry.limit="3"
validCheckFreq="6"/>

<license vendor="Tridium™ hostId="Nre-C401-80BA-DEAS-4BF4-8910-9EBD-ATF6-EEF0" version="4.12" generated="2023-04-03" expiration="2024-03-22" maintenanceExpiration="never”™ unre
<feature name="brand* brandId="WIEST" accept.station.in="*" accept.station.out="** accept.wb.in="*" accept.wh.out="4%/>
<feature name="about® cwner="Tridium, Inc.” project=""/>
<feature name="adr" expiration="2024-03-22" history.limit="none" point.limit="none™ device.limit="1"/>
<feature mame="alarm~ expiration="2024-03-22" eonsole.limit="none™ type=~hasie™/>
<feature name="analytics™ expiration=®2024-03-227 alerts="none” algorithms="none” proxyext.limit=“none® point.limit="25" algorithm.limit=“none” device.limit="none® alerc.limi
<feature name="appFramework” expiration="2024=03=22" app.limit="none"/>
<feature name="exvelocity” expiretion="2024-03-227/>
<feaTure name="bacner” expiration="2024-03-22" history.limit="nope” point.limit="none™ schedule.limit="none” device.limit="none™ POrta="6" SXport="trus"/>
<feature name="bacnetSc"” expiration="2024-03-22" nodeSwitchConnections.limit="none” nodedwitch.canlnitiate="true” nodedwitch.canhccept="true™ hubConnections.limic="none"/>
<feature name="box" expiration="2024-03-22" session.limit="none"/>
<fepture name="crypto” expiration="2024-03-22% ssl="trus”/>
<fearure nams="datalecovery”™ expirarien="2024-03-22"/>
<feature name="eibnetip” expiration==2024-03-22" history.limit="none~ point.limit="none" schedule.limit="none” device.limit="none=/>
<feature name="email™ expiraticn="2024-03=-22%/>
<feature name="eventService” expization="2024-03-22"/>
<fearure name="globalCapacicy™ expiration="2024-03-22" excludedPoints="nric;niagaraDriver® excludedDevices="nrio;niagaraDriver”™ poinc.limit="1250" device.limic="26"/>
<feature name="hierarchy® expiration="2024-03-22" hierarchy.limit="none” local="true®/>
“feature name="ipeef021x" expiration="2024-03-22%/>
name="J JE000Azul™ i ion="2024-03-22"/>
<feature name="jredQnx7Zulu” expiracion="2024-03-227/>
<feature name="knxnetIp” expiration==2024-03-22" history.limit="none~ interface.limit="none” point.limit="none” schedule.limit="none” device.limit="none” inscallation.limic="
<feature name="ldapv3i® expiration="2024-03-22" kerberoa="truwe™/>
<feature name="lonlp® expireticn="2024-03-22% history.lizit="ncne” point.limit="none" achedule.limit="ncne” device.limit="nome"/>
<fearure name="lonworks” expiracion="2024-03-22" hisvory.limit="pone" point.limit="none" achedule.limic="none™ device.limit="none™/>
<feature name="mhus" expiration="2024-03-22" hiscory.limit="nome" point.limit="nons" schedule.limit="none® serial="trus” device.limit="nons” copip="true® >
<feature name="mobile® expiratiocn="2024-03-22" schedule="true® propshest="trus® pr="true” alarm="true® history="true”™ session.limit="none®/>
<feature name="modbusfsync” expiration="2024-03-22" history.limit="none" point.limit="ncne” schedule.limit="none” device.limit="none"/>
<feature name="modbusSlave” expiration="2024-03-227 history.limit="none” point.limit="nons” schedule.limit="none" device.limit="none"/>
<feagure name="modbusTcp™ expirationw=2024-03-22" history.limit="nome” point.limic="none~ achedule.limit="none~ device.limit="none=~/>
<feature name="modbusTcpSlave® expiration="2024-03-22% history.limit="none® point.limit="none® schedule.limit-"none® device.limit="none®/>
<feature name="mgtt" expiration="2024-03-22" history.limit="none" point.limit="none" schedule.limit="none® device.limit="none"/>
<FEATUFE RAME="MSTP" EXPLTALion="2024-03-22" port.limit="§"/>
<fEature name="niagaraDriver™ sxpiration="2024-03-22 history.limit="none™ virtual="true” point.limit="nons" schedule.limit="none™ device.limit="none=/>
<feature name="nre" expiration="2024-03=22°/>
<feature name="obixDriver” expiration="2024-03-22" history.limit="none” foreignPoint.limit="none” point.limit="none"” schedule.limit="none™ dewvice.limit="none™ foreignDevice.l
<feature name="opc” expiration="2024-03-22" history.limit="none” point.limit="none” schedule.limit="none” device.limit="none™/>
<feature name="opcUaClient” expiration="2024-03-22° history.limit="none” point.limit="none” device.limit=“nome=/>
<feature name=-"cpcllaServer® expiration="2024-03-22" history.limit-"none®” point.limit-"none® device.limit-"none®/>
<feature name="gnx7" expization="2024-03-22"/>
<fEATUFE RAME="3AMIDP™ expiratisn="2024-03-22" OnOff="trus"/>
<feature name="search™ expiration="2024-03-22" local="true™/>
<feature name="serial™ expiration="2024=03=22%/>
<feature names="smp” expiration="2024-03-22" history.limit="none” point.limit="none” achedule.limit="none™ device.limit="none™/>
<feature

<feature =
<feature name-"tags" expirati
<feature name="template” expiration="2024-03-22"/>

<fearure name="web® expiration="2024-03-22" ui.wb.admin="true” ui wb=Ttrus” ui=TerueT/>
<aignature>

MEUCIEYLGh+5gwldEKK) FReDOTSHEZG IR S 11 z6wnS SnYh+R1ERSVT SR+ 1 FTa]) 3Fm+ VnO2UNRYGZNT I rwiiTHe+ JhEfdQm
</aignature>
</license>

Deregistering a license from host ID

As of Niagara 4.15, you can deregister a Niagara license from a host ID by connecting Workbench to the
Niagara platform or by using the NRE command. You can perform the deregistration of a license directly from
your station. Use the following steps to deregister a host ID.

Prerequisites:

* You have created a Niagara Central account (https://www.niagara-community.com) and you have access to
Niagara Licensing.

* You are a Niagara Licensing portal user with Write/WriteX permissions on Subscription License.

Using Workbench
Step 1. Open Workbench and make a platform connection to the Niagara instance.

Step 2. Inthe Nav tree, double-click on the License Manager.
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Licensing

Platfarm

] License Manager
Host Address localhost

D) My Network
- HostID Nre-|

Platio
Lpoloi BandiD  NTEST
@ Application birector

Licenses
0 Certificate Management
@ pistribution File installer
& File Transfer Client

o Lexicon installer

© Licence Manager

Q) Flatform administration
O software Manager

@ station Copier

R TONAN . i bin

* Palette

NTEST.license [ Tridium 4.14 - expires 2

& Register 3 Deregister

Certificates

() Regenerate

Tridium.certificate Tridium - never expires

4

License Manager ~

Step 3. Verify that the Niagara instance is registered to a host ID and the Register button is disabled.

Step 4. To deregister the license, click Deregister.

The Deregister Host ID window opens to ask you if you want to proceed with the deregistration.

an Deregister Host 1D

Deregistering the Host IDwill unlicense this instance, reset the subscription registration, and allow a new Host ID to be registered to the subscription. Press OK to continue,

==l

X

Step 5. Click OK to continue.

Step 6. Upon successful deregistration, a dialog window opens confirming that the host ID is

deregistered, along with the unbound license key. You can use the unbound licensing key to

register a new host ID.

NOTE: Retain a copy of the licensing key. To register a new device to the subscription, you can
use the unbound license key. The license key has been exported to the remote host's security/

subscription/deregistration folder.

Using NRE command

Step 7.
Niagara instance, open the shell application.
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All Work Apps D Web More «

Best match

Console
App

Apps

Console
B Workbench (Console) App

& Control Panel

Command Prompt

8 Privilege Management Console as administrator

Search work and web Open file location

Pin to Start
£ cons and w ts

Pin to taskbar
£ console
Uninstall

L consensus

Construction

This PC - Documents (26+)

Cattinne 1)

£ congple

Step 8. Check if the host ID is currently bound by running the NRE command: nre -checksub and
registered with the entitlement system.

[ Administrator: Niagara Command Line - a X

urity property [jdk.tls
S_EDE_CBC, anon, NULL, include

cycastle .provider.DisabledAlgorithmConstraints] Ignoring unsupported
nclude jdk.d bled.namedCurves
try] Up-to-date [48ms]
81-Feb-25 IS .1i e] This Host Id Nre- 4-EFAC-548E- B-BB25-F@4A-FE 1AES has
tlement

Step 9. To deregister the license from the host ID, run the command nre -deregister.
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Upon successful deregistration, the console will display a message confirming that the device is
deregistered. The original subscription key will also be displayed and can be bound to another
host ID.

Replacing a host ID bound to license

As of Niagara 4.15, you can replace an already registered Niagara license to a host ID with new host ID. You
can handle the replacement of the license directly from your station using the NRE command. Use the
following steps to replace a host ID.

* You have created a Niagara Central account (https://www.niagara-community.com) and you have access to

Niagara Licensing.
* You are a Niagara Licensing portal user with Write/WriteX permissions on Subscription License.
® The subscription key is available and the host ID is already bound.

Using Workbench

Step 1. Open Workbench and make a platform connection to the Niagara instance.

Step 2. Inthe Nav tree, double-click the License Manager and click Register.
The Device Registration window opens.

Licensing

L]
1 Register the device forsubscription license

Subscription Key 5C24-!
Replaces existing Host ID bound to this Subscription Key
HostID D-B i

Verification URL httpa://wwew.niagara-corminity.com/setup/connect

Code BJ5P4AY4V

Follow these steps to complete subscription licensing:
1) Enteryour Subscription Key above.

2) Go to the Verification URL with a browser.

3) Enterthe Code at the website.

4) Login to your account.

5) Approve the device you are registering.

W OK | XCancel|

Step 3. Enter the subscription key, select the Replaces existing Host ID bound to this Subscription Key
check box, and enter the host ID that is already registered with the entered subscription key.

Step 4. Click on the Verification URL to navigate to the web browser, paste the copied code from
Workbench in the Code field, and click on Connect.

January 4, 2025
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=& miagara-community.comy/setupdeonnect iz it

Enter Code

Enter the 8-digit code from the device or app you're

connecting.

Code

| BISNEITHR |

| Cancel Connect

B 2025 Tridium, Inc., Richmond, ¥, UsA. All rights reserved.

Step 5. On the Allow Access screen, click Allow to permit the Niagara instance to connect to the Niagara
license server and to continue.
The You're Connected screen opens to inform you that your device or app is now connected.

v M You're Connected | Niagara Cor X + =

L o » € 23 niagara-community.com/authentication/deviceFlow/initializationResultPage.apexp?user_approved=1 ¥ D

You're Connected

Your device or app is now connected to

@honeywell.com.

e ‘ m

Step 6. Click Continue to replace the existing host ID bound to this subscription key.

Step 7. In Workbench > License Manager, the Licensing Complete dialog window informs you that the
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Niagara instance has been successfully registered and the host ID has been replaced.

License Manager
Host Address localhost

HostID Nre-’
Brand ID NTEST
Licenses
Tridiun| 4% Licensing Complete X

The licenses and certificates for the remote host have
been successfully updated.

Added
NTEST.license (Tridium 4,14 - expires 2025-03-10)

Step 8. Click Ok.

Using NRE command

Licensing

Step 9. Open the console command line for the Niagara instance whose host |d needs to be replaced. On

a Linux Niagara instance, open the shell application.

All Work Apps Documents Web More +

Best match

Console

App
Apps =
Console
B Workbench (Console) P
& Control Panel

Command Prompt Open

@ Privilege Management Console ALz bk

Search work and web Open file location

= Ppin to Start
£ cons d 5
Pin to taskbar
£ console
Uninstall

L consensus
== Construction

This PC - Documents (26+)

Cattinne 1)

£ congple
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Step10. Run the command nre -replace <Existing Host ID> <Subscription Key> to initiate the replacement
of the existing host ID.

[ Administrator: Niagara Command Line

c AlgorithmConstrain % unsuppor entry in 'jdk.certpath.disabledalgor
denyAfter 20

IST][org.bou AlgorithmConstraints] Ignoring unsupported entry in 'jdk.certpath.disabledAlgor

owed by a valid Subscription as parameters.

a Runtime Environment
@1-Feb-25 IST][nre] Booting
@1-Feb-25 IST][org.bou t1 .provider.PropertyUtils] Found strin,
(] 1024 C z CBC NULL, include j
AlgorithmConstr:

.p er i urity property [ rtpat A thms]: MD2, MDS,
1824, DSA keySize < 1e24, EC keysize SHA1 usage Signed]AR & denyAft: 19-0 » include jdk.dis:

.DisabledAlgorithm straints] Ignoring unsupported entry in 'jdk.certpath.disabledalgor
ledAlgorithmConstrain Ignoring unsupported entry 'J certpath.disabledAlgor
IST][org. j provider.DisabledAlgorithmConstrain ing unsupported entry in 'jdk.certpath.disabledAlgor
ed.namedCur
changed "aaphp-rt”
] Rebuilding regist
Loaded [24ms]
Rebuilt 555

Please go the Verification URL and enter the r Code to approve
the ription for this Niagara i

verification URL: +.niagara-c ity .com/setup/connect
User Code:

tatus (will poll evel seconds for 18 minutes)

Step11. To navigate to the Enter Code screen in your web browser, locate and copy the Verification URL in
the Niagara Command Line window and paste it into your web browser.

Step12. Similarly, from the Niagara Command Line window, copy the User Code, paste it in the Code
entry field, and click Connect.

23 niagara-community.com/setup/connact * £

Enter Code

Enter the 8-digit code from the device or app you're

connecting.

Code

8I5UUGAS] ‘

‘ caneel ‘

Step13. On the Allow Access screen, click Allow to permit the Niagara instance to connect to the Niagara
license server.
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NOTE: If you have successfully granted access to a specific application 5 times, which is the
maximum allowed, the following applies: If you approve the 6. request, the oldest approval will

automatically be revoked. To prevent this, you can either deny this request or manually revoke an
approval in your personal settings.

KEeT| | ]
Allow Access?

NiagaraEntServerDeviceAuth is asking to:

s Access the identity URL service

= Perform requests at anyt\'me

Do you want to allow access for

‘@honeywell.com? (Not you?)

Deny “

To revoke access at any tima, go to your personal sattings

Caution: You have granted access to this application 5 times
which is the limit. Approving this request automatically
revokes your oldest approval. To avoid revoking your oldest
approval, deny this request or manually revoke an approval
in your personal settings.

The You're Connected screen opens to inform you that your device or app is now connected.

Step14. Click Continue to replace the existing host ID bound to this subscription key.
Upon registration, the Niagara Command Line window confirms that the device is registered with
the subscription licensing system and that the existing host ID was replaced successfully.

January 4, 2025 41



Licensing

42

Containerized Niagara Guide

January 4, 2025



Containerized Niagara Guide Glossary

Chapter 5. Glossary

The following glossary entries relate specifically to the topics that are included as part of this document.
To find more glossary terms and definitions refer to glossaries in other individual documents.

Alphabetical listing

Carrier Communication/Comfort Network (CCN)
The Carrier Communication/Comfort Network (CCN driver) integrates CCN devices and data into the Niagara
Framework environment.

Java SE Runtime Environment (JRE)

Niagara Portability Software Development Kit (NPSDK)
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